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Huawei iMaster NCE-FabricInsight is a data center network analyzer that provides ubiquitous network and 
service assurance analysis, making network O&M more intelligent, faster, and comprehensive. 

Product Description 

As technologies such as cloud computing, big data, and artificial intelligence continue to develop and grow in popularity, 

enterprises are deepening their digital transformation, covering aspects such as office, production, and testing. Traditional data 

centers can no longer keep pace with development, and cloud-based transformation has become an inevitable trend. However, 

the current data center cloudification solutions currently available in the industry focus on virtualizing resources, improving 

resource utilization, automating deployment, and implementing cloud-based strategies, but overlook network management and 

service operation challenges brought by the growing scale and traffic of data centers. Traditional manual O&M cannot effectively 

deal with complex application migration policies, unstable service experience quality, difficult fault locating, and large-scale 

security policy management. 

Huawei iMaster NCE-FabricInsight — a data center network analyzer — eschews the traditional resource status-based 

monitoring mode. Instead, it detects network health status in real time and monitors networks from the perspective of 

applications, helping customers detect exceptions in a timely manner while also ensuring continuous and stable application 

running. 

Key Components 

iMaster NCE-FabricInsight (FabricInsight for short) uses Telemetry to collect network-wide traffic and metrics within seconds, 

analyzes and displays network data through intelligent big data algorithms, and provides northbound APIs to interconnect with 

upper-layer application systems. 
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Highlights 

Network-wide health evaluation 

 Establishes a network health evaluation system based on the five-layer model, implementing 24/7 real-time network 

monitoring. 

 Intelligently predicts potential risks such as network reliability deterioration and capacity risks, detecting and resolving 

problems in advance. 

Minute-level fault locating 

 Builds the network knowledge graph to proactively identify typical faults within 1 minute, automatically locate them within 3 

minutes, and rectify them within 5 minutes. 

 Performs network path analysis based on real service flows and demarcates and locates faults in minutes after they are 

reported. 

Full network service openness 

 Provides full network data service openness, drag-and-drop orchestration, and generation of scenario-specific APIs in one-

click mode, ensuring integration with third-party systems in days. 

 Supports integration with service analysis systems, implementing integrated O&M of applications and networks. 

 

Key Features 

Telemetry-Powered Network Visibility in All Scenarios 

FabricInsight collects statistics on metrics such as devices, boards, queues, interfaces, and entries through Google Remote 

Procedure Call (gRPC) and displays the dynamic baseline range of each metric using machine learning algorithms. This 

enables FabricInsight to quickly detect the time point when a baseline exception occurs and proactively identify issues before 

they interrupt services. In addition, it automatically associates each abnormal time point with the affected service flows, allowing 

users to view the flow behavior data that passes through the device at the time point when an exception, such as a connection 

setup failure, occurs. 
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Comprehensive Network Health Evaluation 

Network health check in traditional O&M is inefficient and cannot accurately reflect the network status in real time because it 

must be performed manually on devices one by one during off-peak hours. FabricInsight takes a different approach. It performs 

network-wide modeling based on the knowledge graph, constructs a five-layer evaluation system (device, network, protocol, 

overlay, and service), and intuitively displays the 24/7 network quality. In addition, it dynamically detects key metrics and 

proactively identifies potential risks such as reliability deterioration and capacity risks. 

By providing network health evaluation reports in real time or periodically, FabricInsight helps network administrators gain 

insights into networks and improve O&M efficiency and service experience quality. 

 

 

"1-3-5" Troubleshooting 
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Data centers are not only service support centers, but also value creation centers. For 98% of enterprises, they will lose more 

than US$100,000 per hour if their services are interrupted, which is why customers have zero tolerance for network 

interruptions. Traditional network O&M is mainly performed manually, making it difficult and time-consuming to locate network 

faults, and severely affecting service continuity. 

Leveraging Telemetry, FabricInsight collects data on the management, forwarding, and data planes of the entire network in all 

scenarios, and detects exceptions within 1 minute. In addition, FabricInsight uses the knowledge graph to automatically identify 

the root causes of faults and potential risks within 3 minutes and provide effective rectification suggestions. Furthermore, 

FabricInsight collaborates with Huawei iMaster NCE-Fabric to recommend fault handling plans, enabling typical faults to be 

quickly rectified within 5 minutes. 

 

 

Network Intent Verification 

As the network infrastructure becomes more complex and the network scale becomes larger, checking whether service changes 

achieve the desired result is critically important. According to a survey conducted by Dimensional Research, 69% of O&M teams 

manually check network connectivity, resulting in inefficient and incomplete verification. 

FabricInsight provides service intent verification on the data plane. In key service assurance scenarios such as service changes, 

FabricInsight delivers 24/7 automatic verification of whether the network intent meets expectations and identifies full-path 

connectivity. It also detects service and underlay interconnection exceptions within seconds, automatically analyzes root causes 

for abnormal paths, and notifies users of promptly handling the exceptions. 
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Network Change Visibility 

As data center networks are subject to frequent network changes, traditional manual O&M faces pressing challenges in terms of 

detecting thousands of device configuration changes and learning tens of thousands of entries per device. 

With network snapshot management, FabricInsight supports automatic and manual synchronization of network snapshots from 

dimensions of device configuration, entry, topology, capacity, and performance. In addition, it automatically analyzes differences 

before and after changes, and clearly displays the detection results. 

 

 

IP 360 Management 

When production systems are migrated to the cloud, the VMM automatically completes VM deployment and migration. However, 

information such as VM node location, VM migration or offline time, and VM distribution cannot be quickly found, meaning that 

only passive O&M can be performed on the network side. 

FabricInsight provides IP 360 analysis to quickly learn the number of online VMs and the distribution of top N switches 

connected to VMs, helping network administrators effectively plan resources in advance. FabricInsight supports full lifecycle 

management of VMs on the entire network, displays VM logout, migration, and login records in real time, and provides network-

wide IP snapshot analysis. It also compares all IP address changes before and after network changes, and checks whether 

exceptions such as VM logout occur. 
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Intelligent Analysis of Network-Wide Logs 

After a network fault occurs, a large number of logs are generated and 95% of them are invalid logs. In traditional O&M, the 

manual check of logs one by one is time-consuming and inefficient. 

FabricInsight visualizes network-wide log events, including the multi-dimensional trends, distribution statistics, and details from 

Layer 0 to Layer 4. In addition, more than 200 default rules are preset in the system or user-defined rules can be customized to 

aggregate and clear abnormal logs, improving log analysis efficiency. 

 

 

Network Path Analysis 

Once a service fault is reported, the network department needs to collaborate with the service department to demarcate and 

locate the fault. Traditional O&M relies on manual analysis of nodes one by one and cannot identify network forwarding paths. 

FabricInsight can search for the forwarding path of real TCP service flows on the network in one-click mode based on source 

and destination IP addresses and identify the status of devices, interfaces, and links along the path to quickly demarcate faults. 

In addition, it automatically recommends key information for fault locating, performs one-click intelligent diagnosis of possible 

root causes, and locates root causes of service connectivity and poor-QoE issues in minutes. 
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Integrated O&M of Applications and Networks 

With the development of digital transformation, as well as the explosive growth of data, application and network systems are 

separated. Once a service fault occurs, multiple departments need to collaborate and communicate with each other to locate the 

fault, which is inefficient and cannot meet the requirements of service innovation and development. 

To address this problem, networks need to quickly provide data services to applications. In traditional mode, APIs are developed 

one by one based on hard coding and it takes several months to develop a scenario-specific API. 

FabricInsight provides full network data service openness and quickly rolls out scenario-specific APIs through drag-and-drop 

operations, implementing interconnection with upper-layer application systems in days. In addition, FabricInsight can collaborate 

with Netis Business Performance Center (BPC) to achieve integrated O&M of applications and networks. It also detects service 

quality deterioration in real time and visualizes application and network paths in an E2E mode to quickly locate faults, 

implementing collaboration between applications and networks and ensuring stable running of services in a timely manner. 
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Unified Multi-DC and Multi-Cloud Network Analysis 

 

As the digital transformation accelerates, data centers are evolving from single DC mode to multi-DC multi-cloud mode. 

Traditionally, multiple tools are used for segment-by-segment O&M, lacking unified inter-DC visualized analysis. 

FabricInsight provides unified O&M analysis for multi-DC networks from an overall perspective. 

 Analyzes inter-DC/fabric application access traffic and evaluates network health based on north-south, east-west, and 

intra-DC traffic. 

 Performs knowledge graph modeling and analysis on inter-DC networks and identifies inter-DC network issues, 

demarcating and locating faults within minutes. 

 Automatically verifies whether inter-DC service access meets expectations before and after changes based on DPV. 

 

Composition 

The following table describes the basic and value-added packages of FabricInsight. 

Scenario Feature Description 

Basic package of 

intelligent network 

analysis 

System monitoring Supports system monitoring, license management, and 

multi-vendor resource management. 

Telemetry-powered visibility Monitors metrics such as device, board, chip, interface, 

queue, optical link, and RoCE within seconds and performs 

anomaly analysis. 

Network change analysis Compares and analyzes network changes from multiple 

dimensions, including device configurations, ND entries, 

ARP entries, and FIB entries. 

Exception log analysis  Visualizes network-wide log events and intelligently 

identifies log changes and occasional exceptions. 

 Automatically clears or aggregates logs based on preset 

or user-defined rules. 
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IP 360 management Supports analysis on VM distribution, switch IP address 

distribution, historical access relationships, and snapshot 

comparison. 

Value-added 

package of 

network health 

Network health evaluation  Evaluates network health from five layers: device, 

network, protocol, overlay, and service. 

 Exports evaluation reports in real time or periodically. 

 Evaluates potential risks such as reliability deterioration, 

capacity, performance, and stability risks. 

"1-3-5" troubleshooting Detects more than 90 types of typical faults in minutes, 

automatically locates their root causes, and provides 

rectification suggestions. 

Network intent verification Supports intent verification on the data plane to automatically 

verify whether the connectivity of tens of thousands of 

services and underlay interconnection meet expectations. 

Value-added 

package of 

network traffic 

analysis 

Network path analysis  Displays statistics on abnormal TCP events, traffic, and 

delay, as well as the topology path through which the 

traffic passes. 

 Supports fault reasoning for abnormal flows and one-click 

root cause locating. 

 Searches for network paths based on source and 

destination IP addresses to quickly demarcate and locate 

faults. 

Network traffic composition analysis Provides top N network traffic statistics views from various 

aspects such as the device, interface, protocol, session, 

host, and application. 

Multicast flow analysis Supports network quality analysis of multicast services, 

including packet loss and delay measurement, and performs 

quick fault locating. 

AnyFlow Implements AnyFlow for all packets on the network based on 

devices equipped with Huawei Solar chips and supports 

network traffic composition analysis, abnormal session 

detection, and packet loss detection, facilitating fault locating. 

Value-added 

package of multi-

cloud and multi-

DC analysis 

scenarios 

Multi-DC and multi-cloud network 

health evaluation 

 Analyzes inter-DC/fabric application access traffic and 

identifies abnormal traffic changes. 

 Analyzes inter-DC interconnection network traffic based 

on egress links. 

 Supports inter-DC/fabric network health evaluation, 

analyzes the composition of north-south, east-west, and 

intra-DC traffic at peak hours, and evaluates the network 

health status. 

Multi-DC and multi-cloud network 

fault locating 

 Identifies inter-DC/fabric network issues in minutes, 

quickly locating root causes. 

Multi-DC network intent verification  Allows users to customize inter-DC service intents, 

displays E2E network paths, and automatically verifies 

service connectivity before and after changes. 
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Networking 

FabricInsight supports the following networks: 

− Hardware-centralized gateway networking 

− Hardware-distributed gateway networking 

− Pure IP (IP fabric) networking 

− Software SDN network (HCS) 

− Note: 

1. The underlay network is deployed based on IP forwarding. 

2. IP address overlapping scenarios (for example, multi-tenant and VPC scenarios) are not supported. 

3. VXLAN mapping is not supported. 

4. The SVF network is not supported. 

5. HCS supports only Region Type I-Layer 3 networking. 

 

Ordering Information 

iMaster NCE-FabricInsight provides a 180-day trial license. To apply for the trial license, visit the ESDP at 

http://app.huawei.com/isdp/. 

Module Type Description 

Software 

subscription 

Software Package 

Basic package of 

intelligent network 

analysis 

Mandatory This item is purchased based on the number of CloudEngine 

switches in a data center. 

Value-added package of 

network health 

Optional This item is purchased based on the number of CloudEngine 

switches in a data center. 

Value-added package of 

network traffic analysis 

Optional This item is purchased based on the number of VM IP 

addresses in a data center. 

http://app.huawei.com/isdp/
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More Information 

For more information about Huawei iMaster NCE-FabricInsight, visit the following link: http://e.huawei.com  

Copyright © Huawei Technologies Co., Ltd. 2022. All rights reserved. 

No part of this document may be reproduced or transmitted in any form or by any means without prior written 

consent of Huawei Technologies Co., Ltd. 

Trademarks and Permissions 

 and other Huawei trademarks are trademarks of Huawei Technologies Co., Ltd. 

All other trademarks and trade names mentioned in this document are the property of their respective holders. 

Notice 

The purchased products, services and features are stipulated by the contract made between Huawei and the 

customer. All or part of the products, services and features described in this document may not be within the 

purchase scope or the usage scope. Unless otherwise specified in the contract, all statements, information, and 

recommendations in this document are provided "AS IS" without warranties, guarantees or representations of any 

kind, either express or implied. 

The information in this document is subject to change without notice. Every effort has been made in the 

preparation of this document to ensure accuracy of the contents, but all statements, information, and 

recommendations in this document do not constitute a warranty of any kind, express or implied. 

 

Huawei Technologies Co., Ltd. 

Address: Huawei Industrial Base Bantian, 

Longgang Shenzhen 518129 People's 

Republic of China 

Website:e.huawei.com 

 

Value-added package of 

multi-cloud and multi-DC 

analysis scenarios 

Optional This item is purchased based on the number of CloudEngine 

switches in a data center. 

SnS 

Basic package of 

intelligent network 

analysis - SnS 

Mandatory This item corresponds to the basic package of network 

intelligent analysis. The quantity is the same as that of the basic 

package of network intelligent analysis. 

Value-added package of 

network health - SnS 

Optional This item corresponds to the value-added package of network 

health. The quantity is the same as that of the value-added 

package of network health. 

Value-added package of 

network traffic analysis - 

SnS 

Optional This item corresponds to the value-added package of network 

traffic analysis. The quantity is the same as that of the value-

added package of network traffic analysis. 

Value-added package of 

multi-cloud and multi-DC 

analysis scenarios - SnS 

Optional This item corresponds to the scenario package of multi-cloud 

and multi-DC analysis. The quantity is the same as that of the 

scenario package of value-added package of multi-cloud and 

multi-DC analysis scenarios. 

Hardware 

subscription 

Analysis server Optional This item indicates the number of servers required by the 

FabricInsight analyzer. 

Collection server Optional This item indicates the number of servers required by the 

FabricInsight collector. If reliability is required, configure two 

servers for each fabric. 


